As the world continues to manage and cope with the coronavirus crisis, it\'s critical for organisations to pay attention to the security that enables their business, making sure they embed privacy and security into their business and their organisational culture.

Many organisations have had to adapt quickly to 'the new normal', implementing work-from-home policies for large numbers of people. This could be as simple as employees taking calls from home, to the creation of a virtual workplace.

At the same time, businesses are having to support staff emotionally. It\'s a balance of continuing to operate while managing the wellbeing of people, many of whom are physically isolated or struggling to cope. But change brings about risk. This includes an organisation\'s ability to adapt security policies and procedures.

Understandably, in these 'unprecedented' times, it means that security can end up taking a back seat. Businesses are focusing on just getting things done. But it becomes even more important for teams to focus on the aspects of security that are designed to enable a business to carry on.

Focusing on people. Making sure they are safe and able to thrive is key. You need to understand what they are going through and support them through this time of chaos. This might mean more flexible work hours or understanding that people cannot function at maximum capacity. It might even mean making counselling services available.

Prioritising. Rapid change could derail planned initiatives, but it does not need to. Organisations must continue to consider the impact of new initiatives and evaluate their impact on staff, on the ability to move forwards on business goals, and the effectiveness (and practicality) of security controls. Businesses need to weigh up the risk/value of initiatives more carefully, especially when it comes to the secure management of data.

Don\'t forget about security. Organisations have different priorities, models, regulatory requirements and expectations. Those that have access to highly sensitive information like patient and healthcare information or customer financial records are expected to maintain proper compliance and protect this information as appropriate. When they are implementing new or updating features, organisations should consider security first -- not thinking 'how can I do this?' but 'how can I do this securely?'.

Re-educate people on policies, procedures and practices. Most businesses have changed the way they operate in some way. As they change, they must effectively communicate new business rules and processes to help ensure that operations can continue, while managing any impact to the business. This includes updated security policies and procedures, such as how to report incidents and request security guidance. Continue to educate employees about Covid-19 and phishing attacks and consider directing staff to official sites where they can get accurate information about the virus. You could consider establishing your own internal communication mechanism for official Covid-19 news to help reduce employees' exposure to hostile sites and disinformation.

Emphasise good security hygiene. Threat actors are taking advantage of the chaos by escalating attacks, a large number of which attempt to take advantage of lapses in security preparedness. It\'s more important than ever that businesses prioritise patching and updates. If you are making more use of meeting and communications applications, run the latest versions and monitor for updates, prioritise back-ups, and place greater emphasis on endpoint control, including anti-virus software.

Covid-19 is an exercise of an organisation\'s business continuity plan -- managing the effect of mass disruption in a changing environment. The pandemic has brought about fundamental changes to the way we work and live and organisations must continue to support staff in this chaos.
